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possible solutions to 
this problem?

Let’s first take a look at the 
4 ways in which eVisas could 
theoretically be implemented. 
Firstly, we could cite the sce-
nario of a central country re-
pository against which eVisas 
would merely function as se-
cured electronic transactions. 
“Clearance” status is request-
ed and obtained from the 
country of arrival according 
to the result of the analysis of 
security agency data, including 
the bio-data and biometrics 
previously collected from the 
applicant. Here, eVisas really 
act as pointers to an applicant 
database located in the target 

After the infrastruc-
ture for electronic 
passports is in place, 

it is likely that visas will also 
go digital and rely on the 
same infrastructure. We met 
Jean Salomon of IER who 
tells us more about when 
and how this will happen.

What types of problems 
will eVisas resolve?

The ICAO views eVisas as 
a means of further facilitat-
ing, automating and secur-
ing the prior remote data 
collection of a visitor’s bio-
data, including his biometric 
information. This is achieved 

through the collection, at 
the local consulate in the 
traveler’s country of origin, 
of any information deemed 
necessary by  the country of 
arrival to make the correct 
automated, threat-adjusted 
decision to either welcome 
him or deny him access 
ahead of time.

We are used to getting 
visa stickers in our pas-
sport booklets. Howe-
ver, placing an electronic 
visa into an electronic 
passport could create 
serious technical pro-
blems to the ePassport 
system. What are the 

What role are 
eVisas designed 
to play and what 
steps still need to 
be taken before 
they are rolled out 
en masse

Jean Salomon, 
senior vice president of 

strategic development, IER

ID PEOPLE - May 06 - www.id-people.com34

 eVisa solution

Shopping 
      for an

 eVisa solution

Shopping 
      for an

After 
passports 
and national 
IDs, are visas 
next?
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Meet Jean Salomon

existing programs in Australia 
and Singapore, are the most 
likely to gain momentum in 
the near future.
The third solution, which 
presents technical difficulties 
as you rightly alluded to, still 
very much hinges upon fur-
ther ISO testing and regula-
tions, as described earlier, to 
guarantee further interoper-
ability and full control over 
the so called “collision detec-
tion” and “multiple antenna 
detuning” RF aspects. A fairly 

Automated visa processing enables strong 
authentication, facilitated passenger flow and 
border crossing, and greater long-term security

and non-technical, that 
must be overcome befo-
re eVisas can become a 
reality?

Rather than obstacles, I would 
emphasize the importance of 
interoperability. All eVisas at-
tached to ePassports must 
be fully functional. They must 
not cause the ePassport or 
any other eVisa potentially 
present in the passenger’s 
ePassport to malfunction in 
any way. If it contains a chip, 

country, checked against police 
and security agency criteria.

The second option is to create 
a separate document from the 
ePassport, which would use a 
similar type of contactless chip 
with a similar encrypted data 
structure scheme. The docu-
ment would be carried by the 
traveler and designed to use 
the same RFID reader infra-
structure as ePassports in the 
country of destination.

Another option is to design a 
kind of sticker containing the 
RFID chip, which is then se-
curely attached to one of the 
ePassport pages. The risk of 
interference between the eP-
assport and the several eVisa 
stickers potentially present in 
the ePassport during reading 
has led the ICAO to request 
further investigation from the 
ISO Working Groups study-
ing the project (WG3 and 
WG8).

Finally, there could be a way 
to use free chip memory 
from the traveler’s existing 
ePassport in such a way that 
the country being visited can 
store into it the information 
deemed relevant for the eVi-
sa. This is not supported, how-
ever, by the first generation 
of ICAO ePassports, since 
no further “writing” onto the 
ePassport chip is authorized 
after original personalization 
by the issuing country.

Of these four solutions, the 
first two, being rather straight-
forward developments of pre-

the eVisa should be able to 
use the same reader infra-
structure in the country of 
destination, and be able to 
be controlled using tradi-
tional/manual procedures if 
the chip becomes unusable. 
It is not yet clear how eVi-
sas will ultimately evolve as 
lessons are yet to be drawn 
from the current large-scale 

similar problem has already 
been resolved in the case of 
mass transportation ticketing, 
which uses an RFID solution 
very similar to the ICAO one. 
So, we’ll have to wait and see 
here.

We will only be able to start 
tackling the fourth solution, 
meanwhile, once the specifi-
cations for the next genera-
tion of ePassport LDS and PKI 
are finalized by the ICAO and 
its New Technology Working 
Group (NTWG).

What are the major ob-
stacles, both technical 
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border crossing at the immigra-
tion line (in the US today).

Each and every nation has its 
own set of data privacy and 
data protection laws, rules and 
obligations, which sometimes 
strongly limit the use or even 
the reading of sensitive personal 
data. Government agencies, 
such as the OECD in Europe, or 
civilian associations, such as the 
ACLU in the US, work on these 
issues either at “low-profile” or 
full “media blast”.

Such constraints are mostly 
waived, however, when they 
are collected for police and 
security agency purposes, 
whose task it is to preserve 
their nation’s security.

Realistically, when will 
we start seeing the first 
electronic visas?

Centralized [blacklist] data re-
positories - that is pointer-based 
eVisas - are already a reality and 
are based on the Australian ETAS 
precursor program. Mid-scale 
separate sticker pilot trials are 
already under test in the EU.

I would assume that most na-
tions who already have or who 
plan to issue ePassports dur-
ing the coming months (30+ 
countries by 2006 year-end) will 
be busy enough harmonizing 
together and fine-tuning their 
respective programs within 
the next 12 to 18 months. So, 
I would expect further eVisa 
program extension to follow 
shortly thereafter.

Focus

be more appropriate for 
different countries?

It looks like various countries 
will make different choices. 
However they may tend to 
align their requirements (such 
as additional biometrics during 
enrollment) according to prox-
imity and geography. In this way 
a single specific type of eVisa 
may be collectively issued by 
many different countries, as in 
the Schengen eVisa program.

What advantages do eVi-
sas bring? What are the 
associated drawbacks, if 
any? How about data pri-
vacy in particular?

eVisas improve existing pro-
cedures in at least three ways. 
Automated processing enables 
strong authentication, facilitat-
ed passenger flow and border 
crossing, and greater long-
term security. This is because 
the biometric data collected 
from the eVisa applicant in his 
country of origin can be shared 
with several countries of arriv-
al to avoid “weak point” pene-
tration by unwanted travelers 
(as foreseen by the Schengen 
eVisa program).

On the flip side, countries have 
always collected bio-data from 
visitors and, in view of the 
worldwide global security situ-
ation, will also tend to add the 
traveler’s related biometrics, 
either during his current eVisa 
application (at enrollment) or, in 
the case of travelers from “Visa 
Waiver” countries, during each 

The ICAO still has a lot of homework 
to do before chip-bearing eVisas become 
a tangible reality

deployment of ePassports. 
The ICAO still has a lot of 
homework to do before 
chip-bearing eVisas become 
a tangible reality.

Are any international 
groups or committees 
working on a solution 
to this problem? Are 
international standards 
in any way an issue for 
eVisas?

The ICAO and its NTWG 
have been considering eVi-
sas for a long time. Progress 
has been rather slow as the 
ICAO has been busy imple-

menting specific data struc-
tures (LDS) and a secured 
key management scheme 
(PKI infrastructure) to en-
sure secure, encrypted ac-
cess to the ePassport chip, 
including tight control on 
an up-to-date “black list” via 
country-driven revocation 
certificates. Further progress 
in eVisa implementation is in 
the hands of the ICAO, with 
specific technical aspects be-
ing investigated by the asso-
ciated ISO committees on 
behalf of ICAO’s NTWG.

Is one solution likely to 
be best for everyone or 
might different solutions 
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